
The use of spyware by the Mexican Government against those 
campaigning for the right to health must not go unpunished: CSO

Mexico City, 13 February 2016 – The report by Citizen Lab, which is attached to the 
University of Toronto, written in collaboration with R3D: Red en Defensa de los Derechos 
Digitales [Digital Rights Defence Network], SocialTIC, Access Now and Amnesty 
International, revealed the use of highly sophisticated governmental malware to spy on 
three people who supported the tax on soft drinks and other regulations to combat obesity, 
and who criticised in particular the confusing front-of-pack labelling on food products in 
Mexico.

The targets of this surveillance campaign were Dr Simón Barquera, a researcher at the 
Mexican National Institute for Public Health (INSP); Alejandro Calvillo, Director of El Poder 
del Consumidor [Power of the Consumer]; and Luis Encarnación, Coordinator of the 
Coalición ContraPESO [CounterWEIGHT Coalition]. Between 8 July and 17 August 2016, 
all three received a number of text messages with malicious links, the objective being to 
infect their mobile devices with surveillance malware marketed by the Israeli NSO Group. 

Analysis of the text messages revealed that the links sent are connected to NSO Group 
domain infrastructure. By clicking on a link, the malware, identified as Pegasus, 
downloads stealthily to the device, giving the attacker control of and access to all saved 
files, as well as the ability to use the camera, microphone, GPS and other applications. 

The malware used against Barquera, Calvillo and Encarnación is sold by NSO Group 
exclusively to governments. There is evidence that a number of Mexican Government 
agencies are NSO clients. According to a report published in 2016 by Citizen Lab, this 
malware has been used previously to spy illegally on journalists in Mexico. 

The three people targeted are among those who, in 2014, promoted a tax on soft drinks in 
Mexico. On 29 June 2016, one week before receiving the messages, Calvillo and 
Encarnación organised a press conference to call for an increase in the tax, as well as to 
request greater government transparency in the use of the resulting revenue collected. 
Barquera was promoting the tax through academic forums and social networks. 

Given these facts, we demand that a rigorous and impartial investigation be opened 
immediately to identify and punish those responsible for the illegal surveillance 
documented that violates the right to privacy and the right to defend human rights and 
impedes the exercise of the right to freedom of speech. 



Furthermore, over the coming days, we will be lodging a criminal complaint with the 
Attorney General of the Republic, as well a complaint with the National Human Rights 
Commission, and we will continue to explore ways to prevent the case from going 
unpunished. 

Surveillance of scientists and human rights campaigners is clearly reprehensible and 
unacceptable, and it afflicts society as a whole. The use of state surveillance powers, in 
particular to serve industry interests, is an affront to all those who work to promote the 
health of Mexican people, in the public and private sectors, as well as organised civil 
society. 

The undersigned will continue to work with national and international organisations to 
document, assist victims and call, through all possible channels, for an end to illegal 
surveillance in Mexico, as well as for an investigation and the punishment of those 
responsible. We will not let these actions go unpunished. 
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